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QUESTION NO: 1

FortiGate " EO& Y F 7O 3= JOLAZRETTERVW 2 DOEBEHRBFATTH?
(2DBRLTLEE W, )

A. FortiGate 72 R —"FortiGate 72T R R—RJ)LICEMENTVEEA,

B. FortiDeploy & FortiGate (Z##:L . FortiManager
ICERTH-HOMBBRERMHELEL L

C.EOZYF7OEDa-—>J 7O AN FortiGate DEE THIBWICTETLEL &,
D. FortiGate (& FortiGate 75 RO ZY K7 #— LA
TUOTL—KDSsERERBLEL

E. FortiGate TTIZFHAEREREAND U Y MAETEhEL I,

Answer: AC

QUESTION NO: 2

IPsec #EFT > 7L —KNE2FALT/NT 7> RAR—Y NROZ T IPsec
ROZRILZBRTZ 2 D2OFIFMATTAL? (2 2BIRL TKEZ L, )

A.VPN EZX— Y —)L&. IPsec

BERTVTL—RNTEREhEZMN I OENGREREZRELE T,

B. FortiManager l&. A7R—% A" FortiManager ADOM IZ BilEhd &, IXNTOARAR—IIC
IPsec I ZBBHHICAVAR=ILLET,

C.IPsec BTV 7L — Nk, BEEN Fortinet HRBREZFEATIRSICHIRLET,
D.IPsec BT 7L—KNIC&KY, 7T—X1&ETIT—X2
DET—EBLLERENRIAENETT,

Answer: B C

Explanation:

According to the SD-WAN 7.2 Study Guide, IPsec recommended templates are designed to
simplify the configuration of IPsec tunnels in a hub-and-spoke topology. They have the
following advantages:

* FortiManager automatically installs IPsec tunnels to every spoke when they are added to
the FortiManager ADOM. This reduces the manual effort and ensures that all spokes have
the same configuration.

* IPsec recommended template guides the administrator to use Fortinet recommended
settings, such as encryption algorithms, key lifetimes, and dead peer detection. This ensures
optimal performance and security of the IPsec tunnels.

QUESTION NO: 3

ED2DD2DAVE—TI—ANF—N—LA VDOERBENETTAH?(2
DBEIRLTLKEE L, )

A.Z5J

B. IPsec

C. 8

D. GRE

Answer: B D
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RTRE2ZRLTSEEL,

branchl fgt # diagnose sys sdwan service 1
Service(3): Address Mode (IPV4) flags=0x200 use-shortcut-sla
Gen(€), TOS(0x0/0x0), Protocol(0: 1->655335), Mode (manual)
Members (2) :
1: Seq_ num(3 T_INET 0 _0), alive, selected
2: Seq num(4 T INET 1 0), alive, selected
Src address(l): o
10.0.1.0-10.0.1.255

Dst address(l):

branchl_fgt # diagnose sys sdwan member | grep T INET_

Member(3): interface: T _INET 0 0, flags=0x4 , gateway: 100.64.1.1, priority: 10 1024,
weight: 0

Member(4): interface: T_INET 1 0, flags=0x4 , gateway: 100.64.1.9, priority: 0 1024,

weight: 0

branchl_fgt # get router info routing-table all | grep T_INET
s 10.0.0.0/8 [1/0] via T _INET 1 O tunnel 100.64.1.9

EEEIE, FortiGate LM SD-WANDKNZ TN 1—FT 12T %72 TWET, branch1_fgt
NDERICHDT/NA AR, 10.0.0.0/8

XYRNDT—=IOANDODRNZ 714V IOZERLET, EEBEEF. NZT71Y U5 SD-WAN JL—)L
ID1IC—3L. T_INET_0.0

BETIL—FTA2TENBDEFRLTVERT, LAL., BFT7 1Y TF TINET_1.0
BHRATIL—TFT17EnET,

BRRICTENTVWAHAICEIVT, BREShEBFEZSIERCTAREEOHS 2
DNOEBAHRFENTIN? (2 DBIRLTLKEZL, )

ARNZT714Y 0, TINET 1 0ZEETNAAELTRELIEBEORY > —
I—hE—FHLZET,

B.T_INET_ 1 0D)—FEXEEERF T_INET_ 0.0 &V EES (BEENE)B2TVET
C.T_INET 00 ICRIEBEANDEMBEIL—RHFHY)EHA,

D.T_INET_ 1.0 DX /N—HBHOELIEMLEF T INET. 0 0 LW EFELSBZE>2>TVET,
Answer: A C

Explanation:

SD-WAN strategy is Lowest Cost (SLA) as indicated by the "Mode(sla)" flag. Cost SLA uses
SLA target, cost, and priority (i.e., interface preference - or order of config unless manually
overridden by admin config) as the criteria -- in that order. Both members meet the target,
both have 0 cost, and therefore member 3 (T_INET_0) wins the "priority" tiebreaker. So if
there is a valid route to the destination through member 3, it will win. The fact that it does not
has nothing to do with the configured static route/member priority, which according to SG
page 197 "is used as a tiebreaker for ECMP routes when matching implicit SD-WAN rule."

QUESTION NO: 5
BrRmZEsBLTLSEETL,
AERLEFA
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config system sdwan
config health-check
edit "Passive"
set detect-mode passive
set members 3 4
next
end
end

config system sdwan
config service
edit 1
set name "Facebook-YouTube"
set src "all"
set internet-service enable
set internet-service-app-ctrl 15832 31077
set health-check "Passive"
set priority-member 3 4
set passive-measurement enable
next
end
end

branchl_fgt # get application name status | grep "id: 15832" -Bl
app-name: "“Facebook"
id: 15832

branchl_fgt # get application name status | grep "id: 31077" -Bl
app-name: "YouTube"
id: 31077
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config firewall policy
edit 1
set name "DIA"
set uuid b9%73edec-5f90-51lec-cadb-017¢830d9418
set srcintf "portsS"
set dstintf "underlay"
set action accept
set srcaddr "LAN-net"
set dstaddr "all"
set schedule "always"
set service "ALL"
set passive-wan-health-measurement enable
set utm-status enable
set ssl-ssh-profile "certificate-inspection"
set application-list "default"
set logtraffic all
set auto-asic-offload disable
set nat enable
next
end

branchl fgt # diagnose sys sdwan zone | grep underlay -Al
Zone underlay index=3
members (2) : 3 (portl) 4 (port2)

Ak, SD-WAN N7 #—~X > A SLA#H. SD-WAN JL—)L#B. Facebook & KT
YouTube D77V —23> IDZEZRLTVWEY, BB, 774704 —)L
RUS—BRET A —LA V—"2OAT—RAZRLTVET,

ERYICESIVT, R—M1ER—PF2ORBEHENTA—IAICDOVTIELW 2
D2NEREFENTTH,

(2DBIRLTLKEEL, )

A NT7TH—X VAR, XN—%BBT S Facebook & &V YouTube
NZ74YDIEDODVWTHEENEEENOFEETT,

B. FortiGate (&, Facebook & & U YouTube

RST7A4VIODDYR—ENTY NBRZAETEETE A,

C. Facebook & & T YouTube DRZ 7 1 Y UNF X N—2ZBBL TLVW&RWEE, FortiGate
FXN—=HTY RRETHDEHFILET,

D. 3k TCP Facebook & & U YouTube
RZT74YORNTA—XAREICEFERAEThEREA,

Answer: A D

Explanation:

Study Guide 7.2, pages 103 - 104. Another comment said "because without using application
Control on the firewall policy, SDWAN can't work" but there is a app control "default" defined
on config.

QUESTION NO: 6
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AR—=T D IPsec 7T —XA1BRERITRZESRL TS LEEV,
config vpn ipsec phasel-interface
edit "T_INET O 0"

set interface "portl"

set ike-version 2

set keylife 28800

sSet peertype any

set net-device disable

set proposal aesl2B8-sha256 aes256-sha256 aesl28gcm-prfsha2S5é aes256gcm-prfsha3g4
chacha20polyl305-prfsha2sé
set comments " ([created by FMG VPN Manager)"”

set idle-timeout enable

set idle-timeoutinterval S5

set auto-discovery-receiver enable

set remote-gw 100.64.1.1

set psksecret ENC
6D5rVsaK1lMeAyVYt1z95B524Psew761wY023hnFVviwbédeItSc51tCa+iNYhujT8gycfD4+WuszpmuIvE8rRzrVh
TDFkHaW2auAAprQ0dHUfaCzjOhME TmPw+8he2xB7EdbSku/nZEHbOCKLEKKYJc/pSJ9IMweV21 ZUgF ) vIpXNXHXPH
LReOFShoHO1SPFKzSIYCVA==

next

end

ADVPN % SD-WAN TE{EEc 85 (CIE, IPsec 7T —X 1
BRTAZBRITDIBEN HYETH?

A. ike-version Z 1 ICERETDHBEN BV ET,

B. net-device ZEMICT D HEN HVE T,
C.EERHZEEEZAVMCIDIMREN B ET,

D. 74 RILZALT I NZEMNCTIHENHYET,
Answer: B

QUESTION NO: 7

JDE—NA2E—YNTIEARIA) O—RWEFERGZE 2 DFFTTLEEV, (2
DERLTLKEZL, )

A AR—DETEEAEZ—RYRNTOEAZRMTS

B. \TRHATAVER—FXYRNTILAZRMHTS
CNTLETEFIVTIAREZETEETS

D. AR—VZRENICHRETS

Answer: B C

Explanation:

B: Provide internet access through the hub: This involves routing branch or remote office
internet traffic through a central hub, ensuring consistent security policies and possibly better
management of network resources.

C: Centralize security inspection on the hub: With this approach, all internet-bound traffic
from various spokes is inspected at the hub, leveraging centralized security mechanisms for
thorough inspection and policy enforcement.

QUESTION NO: 8
BRmZESRLTSILEE W,
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Exhibit A

0O = Name From To Source Destination

D-LAN
1 DIA v _ :
s CILAN £2 underlay 2 LAN-net 2all
[0 = implicit (2/2 Total:1)
- = all B all
D 2 Implicit Deny any any o :” E ':”

Exhibit B

View Install Log

RARFRIVS—NYT—20EZERLTVWET, KBk, BEEN FortiGate
FNAACRID =NV T—2AAMN =L LEDELEEZILZFR A4 AN=)
OJ%RLTVWET,

BRYICRENEBAICEOSVT, EEEFHBEEZBRIDEHICAN TEDITLESIN?
AAMVARN=ILEZ=TYNDVARADTXTOT/NA1AD LAN

AR —TIAADBHRNYE T EEKLET,

B.77A4ATF7J#—=)

RIS —ZERTDICE., BNAVEZ—TIAAORDYICAXARTF—2EHEZFEALET,
CEHNNYEIJFBEBNICETENSET TT, branch2_fgt ® LAN

AR —TIAABRZRRBL T EEL,

D.RVY—E 1 DOIANY—RA AV EZ—T I ANDKESBTEET, B LAN
AVRZ—TIAATHD D-LAN DxEFRFLET,

Answer: A

QUESTION NO: 9
BRZZRL TILEE WL,
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config system interface
edit “port2®

set vdom "root"

set ip 192.2.0.9 255.255.255.248

set allowaccess ping

set type physical

set role wan

set snmp-index 2

set preserve-session-route enable

next

end
FICEDWT, FortiGate k7/R— K 2 Z2BBIBRT 71V IICRLTED 2
D2OTV23AVERITLETA? (2 DBRLTKEZL, )
A. FortiGate
. L—hEER, BT I IA( Z2EATRFEOEYIAZOIL—T 12 JEHE
ZELEEA,
B. FortiGate l&, JI—REEFRIC, FILLVEYZIVICHLTORIL—FT 12T
WY OTFYT&2EITLET,
C.)L—RNEE#%, FortiGate REICITXNTORNT 74y U%Z7OAYILET,
D. L—RZE#%, FortiGate tv> 3>
T—TILHSITRTOIL—TATEHRETZVSILET,
Answer: A B

QUESTION NO: 10
IPsec A/ —RDED 2 DO7ORNILNRIAERESHICREISFEATIAETITN? (2
DIBIRL TS EELY, )

A. A7 e)tEF1 )T 14 RA40O— K (ESP)

B.t¥17 2Tl (SSH)

C.A>B—%v NEXH (IKE)

D.E¥a1UF«14 FYZI—23 (SA)

Answer: A C
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